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DETAILED ACTION 



1. Applicant's response filed on December 3, 2008 has been fully 
considered. Claims 1-22 have been canceled. New Claims 23-39 have been added. 
Claims 23-39 are pending. 

Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 23-39 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Schneck et al. (U.S. Patent No. 6,510,349 B1), hereinafter "Schneck", in view of 
Klein (U.S. Patent No. 7,493,653 B2). 

Referring to claim 23 : 

i. Schneck teaches: 

A communication terminal device configured to perform encrypted 
communication with a communication system over a connection, comprising: 

a detection unit configured to establish a communication activation 
procedure with the communication system, and configured to detect a security level that 
is used during the communication activation procedure with the communication system 
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(see column 3, lines 7-39, of Schneck); and 

an announcing unit configured to inform a user of the mobile 
communication terminal device about a strength of encryption of the detected security 
level from the communication activation procedure (see figure 1, element 136 'display 
device'; and column 3, lines 7-39, of Schneck). 

Schneck discloses a communication system. However, Schneck 
does not specifically mention a wireless communication system. 

ii. Klein teaches a method for configuration of a wireless network 
adapter, wherein Klein discloses the wireless communication (see column 1, lines 16- 
20, of Klein). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Klein into the system of 
Schneck to use a wireless communication system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Klein into the system of Schneck to use a wireless 
communication system, because Schneck teaches "The present invention is generally 
related to the field of data communications and, more particularly, is related to a system 
and method for securing data communication ." (see column 1, lines 16-20, of Schneck, 
emphasis added). Klein teaches wireless communication (see column 1, lines 16-20, of 
Klein). Therefore, Klein's teaching could enhance Schneck's system, because it's well- 
known in the art that wireless communication is popular and widely used in data 
communication. 

Referring to claim 24 : 

Schneck and Klein teach the claimed subject matter: a mobile 
communication terminal device configured to communicate with a remote device via a 
wireless connection (see claim 1 above). They further disclose a user interface 
operable by the user (see e.g. figure 1 , element 129 'user input', 173 'receive host 
input', of Schneck). 

Referring to claim 25 : 
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Schneck and Klein teacli tlie claimed subject matter: a mobile 
communication terminal device configured to communicate with a remote device via a 
wireless connection (see claim 1 above). They further disclose a data security setting 
unit (see column 3, lines 11-14, of Schneck). 
Referring to claim 26 : 

Schneck and Klein teach the claimed subject matter: a mobile 
communication terminal device configured to communicate with a remote device via a 
wireless connection (see claim 1 above). They further disclose a data security setting 
unit, the detected security level, and the reference security level (see column 3, lines 
11-21, of Schneck). 

Referring to claims 27. 36 : 

Schneck and Klein teach the claimed subject matter: a mobile 
communication terminal device configured to communicate with a remote device via a 
wireless connection (see claim 1 above). They further disclose the threshold security 
level (see column 3, lines 11-14, of Schneck). 
Referring to claim 28 : 

Schneck and Klein teach the claimed subject matter: a mobile 
communication terminal device configured to communicate with a remote device via a 
wireless connection (see claim 1 above). They further disclose the announcing unit 
(see figure 1 , element 136 'display device', 176 'recv display device'; figure 4, of 
Schneck). 

Referring to claims 29. 39 : 

Schneck and Klein teach the claimed subject matter: a mobile 
communication terminal device configured to communicate with a remote device via a 
wireless connection (see claim 1 above). They further disclose the wireless connection 
and more than one networks (see column 1, lines 16-20, of Schneck). 
Referring to claim 30 : 

i. Schneck teaches: 

A server configured to perform encrypted communication with a 
user terminal, comprising: 
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a detection unit configured to establisli a communication activation 
procedure with the user terminal, and configured to detect a security level that is used 
during the communication activation procedure with the user terminal (see column 3, 
lines 7-39, of Schneck); 

a data security setting unit configured to set and store a reference 
security level for the server (see column 3, lines 15-20, of Schneck); and 

a comparison unit configured to compare the reference security 
level with the detected security level, and to either establish a communication with the 
user terminal or accept an incoming communication from the user terminal, if the 
reference security level is met (see column 3, lines column 12, lines 26-35, of Schneck). 

Schneck discloses a communication system. However, Schneck 
does not specifically mention a wireless communication system. 

ii. Klein teaches a method for configuration of a wireless network 
adapter, wherein Klein discloses the wireless communication (see column 1, lines 16- 
20, of Klein). 

iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Klein into the system of 
Schneck to use a wireless communication system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Klein into the system of Schneck to use a wireless 
communication system, because Schneck teaches "The present invention is generally 
related to the field of data communications and, more particularly, is related to a system 
and method for securing data communication ." (see column 1, lines 16-20, of Schneck, 
emphasis added). Klein teaches wireless communication (see column 1, lines 16-20, of 
Klein). Therefore, Klein's teaching could enhance Schneck's system, because it's well- 
known in the art that wireless communication is popular and widely used in data 
communication. 

Referring to claim 31 : 

Schneck and Klein teach the claimed subject matter: a server configured 
to perform encrypted communication with a mobile user terminal over a wireless 
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connection (see claim 30 above). They further disclose the control unit to determine 
whether to accept or deny the incoming communication, based on the detected security 
level and the reference security level during the established communication (see 
column 12, lines 26-35, of Schneck). 

Referring to claims 32. 37 : 

Schneck and Klein teach the claimed subject matter: a server configured 
to perform encrypted communication with a mobile user terminal over a wireless 
connection (see claim 30 above). They further disclose the user inquiry, and the control 
unit to either continue or discontinue the process in response to said inquiry (see 
column 9, lines 14-24, of Klein). 

Referring to claim 33 : 

i. Schneck teaches: 

A method of encrypted communication between a communication 
terminal device and a communication system over a connection, the method 
comprising: 

establishing a communication activation procedure with the 
communication system by the terminal device (see column 3, lines 7-39, of Schneck); 

detecting at the terminal device a security level that is used during 
the communication activation procedure with the communication system (see column 3, 
lines 7-39, of Schneck); and 

informing a user of the terminal device about a strength of 
encryption of the detected security level from the communication activation procedure 
(see column 3, lines 7-39, of Schneck). 

Schneck discloses a communication system. However, Schneck 
does not specifically mention a wireless communication system. 

ii. Klein teaches a method for configuration of a wireless network 
adapter, wherein Klein discloses the wireless communication (see column 1, lines 16- 
20, of Klein). 
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iii. It would have been obvious to a person of ordinary skill in the art at 
the time the invention was made to combine the teaching of Klein into the system of 
Schneck to use a wireless communication system. 

iv. The ordinary skilled person would have been motivated to have 
applied the teaching of Klein into the system of Schneck to use a wireless 
communication system, because Schneck teaches "The present invention is generally 
related to the field of data communications and, more particularly, is related to a system 
and method for securing data communication ." (see column 1, lines 16-20, of Schneck, 
emphasis added). Klein teaches wireless communication (see column 1, lines 16-20, of 
Klein). Therefore, Klein's teaching could enhance Schneck's system, because it's well- 
known in the art that wireless communication is popular and widely used in data 
communication. 

Referring to claim 34 : 

Schneck and Klein teach the claimed subject matter: a method of 
encrypted communication between a mobile communication terminal device and a 
communication system over a wireless connection (see claim 33 above). They further 
disclose the user interface, and the control unit to either continue or terminate the 
process in response to said inquiry (see column 9, lines 14-24, of Klein). 
Referring to claim 35 : 

Schneck and Klein teach the claimed subject matter: a method of 
encrypted communication between a mobile communication terminal device and a 
communication system over a wireless connection (see claim 33 above). They further 
disclose setting and storing a reference security level at the terminal device, comparing 
the reference level with the detected security level, and establishing a communication 
based on the comparison (see column 3, lines 7-21 , of Schneck). 
Referring to claim 38 : 

Schneck and Klein teach the claimed subject matter: a method of 
encrypted communication between a mobile communication terminal device and a 
communication system over a wireless connection (see claim 33 above). They further 
disclose informing the user about the actual security level has dropped below the 
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reference security level (see figure 4, element 'security level range', 'security 
thermostat', 'actual security algorithm', 'actual verification type'; and column 9, line 63- 
column 10, line 10, of Schneck). 

Response to Arguments 

4. Applicant's arguments, filed on December 3, 2008, have been fully 
considered. The present amendment cancels Claims 1-22, and adds new Claims 22- 
39. Therefore, the rejection has been withdrawn. However, upon further consideration, 
a new ground(s) of rejection is made in view of Schneck and Klein. 



Conclusion 

5. Applicant's amendment necessitated the new ground(s) of rejection 
presented in this Office Action. Accordingly, THIS ACTION IS MADE FINAL. See 
MPEP § 706.07(a). Applicant is reminded of the extension of time policy as set forth in 
37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire 
THREE MONTHS from the mailing date of this action. In the event a first reply is filed 
within TWO MONTHS of the mailing date of this final action and the advisory action is 
not mailed until after the end of the THREE-MONTH shortened statutory period, then 
the shortened statutory will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the date of this final action. 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Joseph Pan whose telephone number is 571-272- 
5987. 
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If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, Kim Vu can be reached at 571-272-3859. The fax and phone 
numbers for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Any inquiry of a general nature or relating to the status of this application 
or proceeding should be directed to the receptionist whose telephone number is 571- 
272-2100. 



/Joseph Pan/ 
Examiner, Art Unit 2435 
March 5, 2009 
/Kimyen Vu/ 

Supervisory Patent Examiner, Art Unit 2435 



